
Cyber Insurance Application From AIG: 

To get an idea why cyber security losses are so high, lets take a look at the relatively empty effort to control cyber risks by 

adding qualifying policy language to the cyber security policies, which started off as completely unqualified in the early 

2000’s and only additional questions in the 2020’s. 

 

 

Already I see some problems here.  To begin with, the number of unique records for anything like health or other 

information is bound to change constantly and is not verifiable.  It completely lacks context. What counts as a personal 

record?  Do customer transactions count as individual records?   What about biometric identifiers?  Does employee 

photos count for that?   What about if biometrics are use to authenticate to employee phones.  Does that count? 

There’s nothing here that is verifiable or is even entirely clear in what they are looking for.  Next, we see that the industry 

the company operates in is being inquired about.  The fact is this really should not be a single insurance policy to cover 

so many industries, so that’s a huge problem.  Cyber risks are broad and highly integral, so cyber insurance for the legal 

sector, the retail sector, the manufacturing sector and other sectors are highly different in the risks they deal with, how 



they should be administrated and what they are primarily concerned with verifying.  There are common threads, but this 

is really a broad line of business and operational insurance 

 

Moving on to the next section, it’s worth noting that almost all businesses utilize Microsoft’s Active Directory to one 

degree or another, although it would not be surprising at all to learn that many do not know that is what they are using.  

Exchange server is also quite standard.  The problem here is that these questions don’t really tell you anything about 

state of things or configuration.  This also lacks any verification, and because the question would be confusing to many 

people, it can’t really be relied upon.  Also, it is odd that they are excluding Azure AD, because that leaves a lot of 

businesses falling through the cracks and it makes it all the less clear.  There’s really no meaningful qualification here. 

Next, we come to the ultimate loaded question.  This issue is a bit nuanced and needs some expertise to actually sort 

out.  By and large, of course, software that is no longer supported is not considered a good thing, but many industries 

still rely on it for niche applications, and it really depends on the context.  There are proprietary software products that 

only operate certain legacy hardware.  These can sometimes be run safety with mitigations.  The problem is that so many 

companies do rely on unsupported software and how they do it has a lot of nuances to it.  And again, without some 

more documentation and probing context, the question does not mean anything. 

Lets move onto the next section… 

 

OUCH!  Why go so far out of your way to dodge an actual win.  Having a meaningful backup policy in force makes a huge 

difference, and if you can provide actual documentation of this that proves you do backup your data off site, then you 

should get a discounted rate, but lets just look at how badly this is worded.  First, it allows for undocumented or ad hoc 

plans.  What the hell is with that?  That makes it obviously unenforceable. 

It does not distinguish between on and offsite and the way part C is required makes it unenforceable, by taking 

important controls and making them just suggested examples.  There’s nothing here that means anything.  Backups are 

very important, but this section, if anything, makes things worse, by tacitly encouraging an undocumented or ad hoc 

procedure as being valid and as good as actual backups that happen for real. 



 

MFA is one of the single most important controls for reducing losses to a cyber insurance line.  It is critical that this one 

control be enforced on 100% of remote accounts.  The problem is that organizations enforce this poorly and are often 

prone to dragging their feet on this.  They will often fudge compliance, because people just don’t have a baseline of what 

good cyber safety is.  

In this case, there need to be a lot more specific and confirming questions, because this is so important. It’s also not just 

about having MFA, but having strong MFA that is from a trusted provider and kept up to date.  It should use secure 

phones or devices that the organization has control over.  SMS based MFA is no longer considered secure.  All MFA 

connections should use encryption. 

 

There is actually quite a bit to getting this vital control correct.  Clients should be offered comprehensive guidelines, 

compliance coaching, preferred vendors and any other guidance they need, because people will tend to get this one 

wrong.  It must be fully audited and enforced. 

 

This also highlights the need for specific approvals for technology products and services, to meet these criteria.  MFA has 

a hazy definition.  For example, being at a given location could be considered a factor of authentication and so could 

something like a biometric device, but that may or may not meet the best practices for a given case. 

It’s also important the MFA used be strong and phishing resistant.  “Push based” MFA is worse than worthless because 

people often respond to it with muscle memory. 

 

Unfortunately, having a “password policy” does not mean much because that could just be an unenforced verbal policy.  

This is also focused on the wrong control, since passwords are generally not very secure for any circumstances, but things 

like the reuse of passwords is the kind of policy that is almost impossible to enforce. 

The other glaring issue is that no auditor would ask question C without some kind of evidence or documentation.  

Nobody would be able to confirm this off the top of their head.  If they don’t have the documentation, then something 

that specific and weeping, would obviously need to be checked and verified. 

What is also striking is how much is missing. No secure device requirements, no requirements for account lockouts or 

restrictions on who can log onto what or how login information is stored and transmitted. 

It’s also not clear what they are trying to do here.  Qualify clients?  Collect information?  Enforce good loss controls? 

It’s important to note that insurance underwriting doesn’t actually work very well when your clients are unable to 

understand what you are trying to encourage them to do and which controls should be used to get them the best rates 



for the lowest risk.  This is so confusing, it’s not possible to even determine if these are requirements, suggestions or 

datapoints. 

 

With such subjective and non-verifiable questions, most of what it has listed for “Monitoring and Response” is not useful 

in telling you very much.  The SIEM tool, for example, could make a difference, but almost anything would qualify for that 

name, without a formal definition or approval process. 

The one thing that would make a huge difference is having an actual SOC center in place.  If a place has a literal SOC 

center, a fully staffed SOC center, than that is not a small thing and that should completely change how you would go 

about underwriting them. 

A SOC center is a fully staffed center where security professionals monitor for anomalous events, keep an eye on systems 

and are available to rapidly respond to problems.  The question makes this seem as if it is a small thing or check box item.  

In fact, only a few large organizations have these, but given how unsophisticated the questions and screenings are, it’s 

easy to see how someone might fudge the answer on this, thinking that their cloud service provider or MSP probably has 

one and just realizing the answer that the insurer is looking for is obvious. 

 

Again, this is a missed opportunity because “training” is a fuzzy statement and nothing here is fully verifiable or 

enforceable.  What would make a big difference would be if the insurer decided to provide specific training, because 

proper training of a high quality can indeed make a huge difference in risk reduction. 

 

Technical phishing defenses are very important. It is a shame they did not use telematic verification, approve vendors or 

work with any vendors to make this happen for real.  Most organizations filling this out are going to be extremely 

confused by question D, which doesn’t even make sense in this context.  These aren’t actually actionable items.  A “web-

filtering solution” could be almost anything. 



 

Ouch.  Number 7 gets us nowhere, because it does not have anything beyond the need for some kind of virus or 

endpoint protection.  The problem is that could be almost any kind of freeware or just built in operating system tools, 

which is much different than some of the best providers out there. 

 

There really needs to be more effort to engage vendors and use compliance verification tools! 

 

Whoever wrote 8 has never worked in an IT environment of any size or complexity at all.  It’s not fair to ask if a solution is 

deployed at every endpoint, because there are always some in flux, just instilled or being reconfigured and many 

organizations have odd one-off situations.  Because of this, making sure endpoint protection remains enforced is an 

ongoing job, so it’s not unusual to keep an eye on ongoing endpoint compliance reports.  

These controls are very important, but is far more complex and has many more important dimensions than this question 

can capture.  It also really should rely on telematic reporting and enforcement. 

 

Again, unfortunately, this doesn’t get you far.  It doesn’t really explain what they are looking for in vulnerability scans, so 

most policyholders would just be left confused.  Many organizations are likely to overestimate their capabilities and 

underestimate how long it might take them to deploy a patch in an emergency.  Without testing, verification and 

documentation, this really does not mean anything and it can’t be relied upon, because it’s hard to tell if it is anything 

other than a subjective guess as to how long a patch would take to deploy. 

 



There are a few things to note here.  First, RDP is a very high risk service and absolutely should be blocked by host and 

firewall rules, at multiple points. RDP is used in many ransomware attacks. It is an old and mostly obsolete protocol and 

operates without encryption or good verification.  It is possible to run it securely, but only if it is specially configured and 

contained for this purpose. 

This is a very important control, so it should not be just one question.  The settings should be confirmed and there 

should be more detailed explanations of what kind of blocks are required on firewalls and workstations. 

Question B is silly!  I can’t imagine anyone who had any experience at all in the field wrote that.  Every IT system does, in 

fact, have service accounts, but the question lacks context. Do they mean specially added service accounts?  Do the ones 

built into Microsoft Windows count?  It is entirely unclear. 

The firewall question is another loaded one. Without clear definitions and technical approvals, even a rudimentary 

software firewall would mean that this box could be checked, and likely would. 

 

This particular control is only going to result in loss reductions in some very narrow circumstances, but it is still a good 

thing to have.  Most would not know if they have it on or not and it really does need some more context and verifiable 

documentation.  This is likely not going to be a yes or no question.  There are certain circumstances where it is best not 

to encrypt data at rest, for reliability reasons, if the data is not especially sensitive.  

It’s just as important, however, to make sure the encryption is tied to good authentication.  Some of these methods of 

encryption are often completely defeated by being tied to a weak password, so it’s important to qualify this  fully. 

 

I’m not entirely sure why they are asking this, but it may be so they can provide better notice or assessment of these 

vendors in case of service outage.  Really, because these vendors are all so important and big in the economy, it would 

make sense for an organization like AIG to begin the process of examining, auditing and approving them as fully 

approved and compliant vendors.  That is an important step to creating an ecosystem of trust. No insurers seem to be 

doing that, however. 



 

Finally, we have the questions (which continue into greater specifics) about any previous cyber incidents or claims.  This 

makes sense, in some regard, but the way insurers apply it is not fair.  It is generally used as either a reason to deny 

coverage or charge much higher rates.  This, of course, is incentive to not be honest. 

The problem is that while it might seem like being the victim of a cyber attack would increase risks, it really needs to be 

assessed on a case-by-case basis.  Some victims of cyber crime end up becoming the most security conscious, so that 

effect should be accounted for.   

Final Thoughts: 
While this is just one of the AIG cyber applications I have seen, and they do have other versions of the coverage, but 

none were much better.  Also, although this might seem like it is just the initial application, it’s not.  There isn’t a whole 

lot more verification that goes into the process. 

It is important to consider how AIG ended up where it is, with such a poorly written and high-risk line of insurance.  AIG 

had previously sold cyber insurance with no requirements or qualifications at all, and had done so for years, making easy 

money with a cash and carry product that anyone could get right away from any agent by just walking in. 

Of course, not all insurance can be sold so easily.  Some forms of insurance require complex prequalification’s, audits, 

inspections or other requirements.  As far as that goes, many are far worse than cyber security insurance, but because it 

is a form of technical insurance that is based on compliance and has high potential risks, it simply isn’t possible to sell 

cyber insurance in as blind and cash and carry a way. 

It seems that AIG is addicted to the idea that this insurance can be sold with minimal qualifications, hands off 

assessments and relatively risk agnostic controls. The qualifications were only added in 2020, and they still seem to be 

unsure what they want to do with them.  There really isn’t any solid guidance as to which ones could be improved to 

reduce premiums.  There’s also no audit-based compliance management. 

The level of absurdity for enforcement should be apparent based on the fact that no third party inspection or 

consultation is needed for non-technical companies.  Also, the lack of requirements for documentation shows how 

immature the policy is.  Even some of the questions don’t make sense. 

Because people lack context as to how important these questions are, they will likely get a “click through” mentality, 

clicking each one with the affirmative, knowing that is what insurers want and that it won’t be verified.   

Unfortunately, unless this policy is changed substantially and meaningful enforcement, compliance aid and proper 

assessments are made, it will continue to lose substantial amounts of money. 

 

 



Next let’s take a look at an application from HSB.   

This one is from 2019, which is the most recent that can be found and appears to still be valid.  Even if it is old, this was 

no more acceptable back in 2019 than it is now. 

(Note that some of the general information portion of the application has been cropped out to save space, as it is not 

applicable to the analysis of the application.) 

 

As with AIG, it starts off with some very vague questions that many will find difficult to understand and does not have 

any verification at all.  This is clearly designed to be one rapidly.  There is truly a lack of understanding as to how 

important it is to get these kind of basic business controls down an confirmed.  These questions barely scratch the 

surface and lack context.  For example, a firewall could mean almost anything, without further qualification. 

Again, we see the use of a question about previous incidents, which is likely not going to be used in the most fair way 

and will encourage potential dishonesty. 

It should be obvious to anyone that this boilerplate and generic language isn’t actually going to result in any kind of 

reliable compliance with good rules, but it seems HSB is still stuck in the mindset that cyber risk is somehow a natural, 

immovable force or that the amount they are losing is somehow normal and not the result of grotesque negligence.  

What is most striking, of course, is that they would give cyber insurance to anyone up to a half a million dollars without 

even meaningless boilerplate requirements!  How is nobody in prison for this? 

 

Again, we see the insistence on providing cyber insurance bellow a given limit with almost no qualifications.  This added 

question is confusing and relatively meaningless. It seriously makes me wonder if how this is answered is even factored 

into the underwriting decision.  It should not be, because it does not make any sense.  It seems what they are getting at 

is some kind of an attempt to qualify those who might be prone to a technology failure. 



Since  this is so poorly worded, it’s unlikely anyone would bother to answer yes to it, just furthering the illusion of low 

risk clients.  

 

Here are some more laughably non verifiable and unenforceable questions that tell you nothing. What does number 5 

even mean?  How many servers do they have deployed?  Does that mean virtual servers too?  Servers in the cloud?  If 

one machine is running two servers, does that count?  What counts as a mobile device?   

Of course, these questions are really just boilerplate language and don’t tell you anything verifiable so it isn’t all that 

important that they be accurately answered, I suppose. 

 

OUCH!  A lot more hogwash of subjective, non-verifiable and generally poorly thought out security questions. A few of 

these are especially bad.  For example, if you accept payment cards, then you are supposed to be in compliance with 

PCIDSS, so the answer should never be “no” to that one.  What is a “formal process.”  In fact, most companies lack good 

formal processes and procedures here, even if they do have one on the books, somewhere.  In many cases it’s just 

something like “This company adheres to NIST guidelines.”  That doesn’t mean anything without some enforcement 

effort. 



 

NOOOOOO! 

MFA and access control in general is the single most important control.  Simply having a suggestion or mention of it in 

the policy language is not enough. It requires inspection, auditing, approved vendors, compliance help etc. It’s a very 

important thing to get this one right. 

This is the worst I have ever seen.  The way it is worded explicitly makes it clear that it is only optional and not 

considered.  This is so much worse than worthless. 

 

Finally, we have a few more unverified, poorly worded and lacking requirements.  These boilerplate questions are just 

security theater and may meet some requirement that policies be qualified, but it is not going to provide anything in the 

way of useful underwriting data or any loss controls at all. 

HSB has the worst written cyber security controls I have ever seen and it’s actually frightening. 

The level of negligence or just idiocy that is seen in HSB’s line of cyber insurance is shocking. It’s clear that such as 

completely unqualified line of insurance is likely to attract a disproportionately high risk cliental, who prefer not to be 

bothered by compliance and are willing to live dangerously and pay more.  This is an extremely dangerous thing. This 

policy language is so severely poorly written that HSB is absolutely guaranteed to hemorrhage money and continue to 

fund terrorism until this is completely overhauled. 

What is so disturbing here is to see this kind of behavior happening in public, in broad daylight, documented and nobody 

can stop it.  It can be assured that money will unnecessarily flow to terrorists because of this. What is more disturbing is 

that HSB is part of Munich RE, one of the world’s largest reinsurers. Meaning, the parent company apparently thinks this 



is sane and will bring that same spirit of not caring and losing money to their reinsurance treaties.  Reinsurance does 

truly play a vital role in insurance markets and risk pricing. If Munich thinks this is at all reasonable, then we may be in 

some big trouble. 

It's no exaggeration.  Considering HSB is a company that has traditionally catered to specialized and high value industry, 

it’s really very unsettling to see this.  The worst part is just knowing those of us who have been fighting ransomware can’t 

win because of the foolish decisions by organizations like HSB. 

 

Next Lets Look at CNA: 

(Note: Again some lines cut out because they do not pertain to what we are looking at) 

This policy applies to small business broadly, which is questionable to begin with, since cyber risk is so different between 

different types of companies and sectors.  This application is all that is required.  There is no guidance as to whether the 

questions are enforceable requirements or just datapoints. 

 

After asking how much coverage is being applied for, this comes next 

 

It’s  a bit strange, the way it presents outsource vendors, with First Data and Paypal both listed and a small space for 

others.  In this case, there really is neither space nor guidance to have meaningful data here. 



 

That is it.  That’s all there is!  No actual set in stone requirement of any real controls.  Things like antivirus controls, of 

course, could be met with freeware controls or other substandard measures, which don’t actually improve things much.  

Most of this is entirely subjective, such as having a need to know policy.  For the most part, nothing here is enforceable 

or a call to action. 

 

There isn’t even a mature control for access control standards or MFA. 

 

this fits the same pattern of companies stupidly throwing in the towel, copy pasting some boiler plate language onto 

their policy and idiotically saying “Well I guess it’s just high loss because hackers are smart and it’s high loss like that, so 

we won’t bother with enforcement and demand the taxpayers bail us out… 

 

Then finally, there is this additional statement, which seems to be more related to corporate values, ethics and optics 

than with any loss controls at all. 



 

Final Thoughts: 
CNA is going to continue to do  very poorly until this is changed.  These vague questions must be replaced with a 

compressive assessment.  It seems that the absolute paralyzing confusion about the risk of cyber security has caused 

them to not even try to qualify their policyholders or attempt to reign in losses.  It’s very disturbing to see this happening 

at major companies, who should know better. 

 

Unfortunately, this kind of thing locks in the success of ransomware and makes the jobs of hard working cyber security 

professionals impossible.  It’s decimated the cyber security sector, because it’s made ransom payments the norm while 

telling companies there is nothing, they can do to improve their security and not to bother.  For many companies, this 

kind of poorly qualified cyber insurance has eaten into their risk management budgets, leaving many replacing risk 

mitigation with risk transfer. 

It's terrible to see this happen to the world.  So much terrorism funded.  So many hospitals attacked. So many cyber 

professionals laid off. 

 

This is exactly why! 

 

 

 

 

 

 

 

 



Here is another application from CNA: 

This one is for special cyber insurance for CPAs, which is interesting because the financial industry is an especially high 

risk sector with a great deal of highly regulated and sensitive data and a lot of formal controls. 

 

A familiar pattern.  Barely any questions, key controls left out entirely and no formal evaluation.  These brief, largely 

subjective and irrelevant questions won’t help.  They seem to further advance the myths that there are not real and 

meaningful loss control measures that can be taken in cyber security. 

 

Really, this is pathetic. 

 

 

 

 



CyberChoice from the Hartford    

Here is the application for CyberChoice Premier for low revenue customers, basically meaning small businesses in this 

case.  Small businesses are some of the hardest to deal with, when it comes to cyber risks. 

 

 

 



 

Okay, so we don’t actually have any qualifications of any security tools. Only that the client is in a given market and some 

basic demographics.  It is not until we get to question F that a very vague and unenforceable question come in.  This is 

not going to make sense to most.  The whole thing is terrible and half-assed.  Just look at how many vague measures are 

thrown together in question H.  The answer is obviously “yes” if you have anything that even vaguely resembles a 

security control. 

It's clear that the effort here was to do as little work and add as few requirements as possible.  It’s shocking anyone 

would think it ethical to approach an insurance that pays extortion in this manner. 



 

The same pattern holds true. Yet another large insurance company refuses to go about confirming that some of the most 

basic controls are in place.  These vague, confusing, brief and unverifiable questions will simply not work to get any kind 

of useful results of move the needle with losses. 

 

Look, I have been doing this for 20 years.  You need to word things very carefully, making sure there is an enforceable call 

to action without ambiguity and with proper support to get results. Compliance enforcement in an area of risk 

management many feel perplexing is difficult.  It requires some amount of effort.  It can absolutely be done, but there 

must be some minimal expenditure of effort. 

Failure to make any effort at all to control the problem has resulted in the largest organized crime racket of our time and 

is destroying the profession of cyber security, which, if enabled, can bring these problems to an end. 

Insurers need to stop treating cyber professionals like the enemy and plowing into this so stupidly. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Next, a CyberRisk Application From Travelers: 

Travelers is one of the largest, in terms of policies written.  Their questions are slightly more detailed than others, but 

they’re unlikely to result in any major loss reductions or provide decent data for reliable evaluation of risk. 

 

 

 

Although Travelers does not appear as atrocious as some, already there are some problems here.  For one thing, anyone 

who takes charge card data, should, in theory, be PCI DSS complaint.  However, insurance companies ted to make a huge 

mistake in how they deal with PCI DSS compliance. 

PCI DSS is a loss control standard used by credit card companies and merchants who process cards, along with others in 

the card processing ecosystem, are required to do assessments and audits to conform compliance.  Insurance companies 

should leverage these existing loss control measures and work with PCI DSS to improve compliance, since it benefits 

both. 

The additional questions, as per usual, lack specificity and detail.  Many are ambiguous or confusing.  All lack verification. 



 

Although some of these questions may seem like they are useful, for the most part, they are just too subjective and fuzzy 

to be enforceable.  These are not a reliable way of controlling or assessing risk. 

 

Some of these questions come close, but overall, it misses the mark.  As with other applications, there are not clear 

definitions, the questions are confusing and ambiguous.  There is no real enforceability.  Nothing here is confirmed to 

have been done correctly. It’s almost like informally asking.  It is just as unreliable. What is frustrating is many come 

close.  For example, having an Intrusion Prevention System could be huge, if it’s a reliable and full featured one, but 

without asking for the make and model in use and getting some confirmation, the answer tells us nothing. 



 

This is just more ineffective fluff.  There’s no way of verifying that a policy or procedure exists, when you don’t even 

specify that it has to be written.  And what is “comprehensive?”  What does that mean? 

 

It should be obvious to anyone that if they have a written policy or procedure, they will have no problem producing it, so 

why is it not required?  That seems like just shoddy oversight. 

 
You will need to define “regularly” and none of this should be taken at face value without some documentation.  This is 

especially true of any testing for business restoration.  It’s not uncommon for the testing to be poorly done and may not 

reflect the actual time that it would take in a real emergency.  At best, these may be estimates. 



 
To be perfectly honest, some of these questions are indeed very important in assessing the security of a client.  However, 

they are simply too important to leave without some greater verification and some additional qualifications, to assure 

the info is correct. 

These controls are simply not “Yes or No” questions.  They are too important for that. Some of these requirements 

should be produced in writing and others need at least partial auditing or confirmation of compliance on. 

 

 

 

 

 

 

 

 



A “Short Form” Version from Travelers: 
Those seeking only $50,000 or less can use this much shorter application 

 

 

While the full version of Travelers cyber insurance isn’t really sufficient, the short form is absolutely crazy.  There’s really 

nothing at all on here to weed out bad behavior, qualify risk or encourage lower losses. Granted it’s only $50,000, but it 

would still be cheaper not to face such poorly controlled losses.  In fact, the fact that this is so quick and easy, with no 

confirmation at all, does introduce the risk of insurance fraud, so there is that concern here too. 

 

 

 

 

 



MFA Supplement from Travelers: 

Because apparently, they figure out that MFA actually does matter, this supplement was added.  It’s unfortunate that 

they realized this but never went so far as to have an actual enforceable, verifiable requirement. To do that they would 

have been best off working with a few preferred vendors and gotten some automated auditing and enforcement in. 

 

 

 

 

This supplement was apparently added (because they didn’t know to begin with) to the Traveler’s cyber insurance 

application when they realized that having MFA really does make a difference. 

The problem is these questions don’t actually make sense.  MFA is not generally used for internal or local administration. 

If you are at the system, you don’t need it.  It also isn’t generally going to be supported by network infrastructure.  Those 

pieces of equipment are not part of the larger identity management ecosystem, so they can’t connect to it. 

 

Even question 2 is a bit off without more context and explanations.  But I the case of question 3, more than half of it does 

not make any sense at all.  I’d have no idea how to advise a client if they asked me should they check yes.  If the answer is 

“they tell me I must say yes or I can’t buy insurance” I’d have to tell them “Well you are as close to yes as possible. I 

mean some of your equipment doesn’t work that way, but these questions don’t even make sense so don’t worry” 

Unfortunately, this ridiculous trap led Travelers to do one of the most unethical things I have ever seen a company do. 

Here is one article: 

Travelers vs. ICS: Misrepresentation and Your Cyber Insurance 

Imagine getting hit by a cyber-attack that ends up costing you millions of dollars and enduring a class action 

lawsuit served by your own clients. That's already a tough experience. Now imagine that in the middle of all that, 

your cyber insurance provider files to nullify your policy. Not only do you have to go through the experience 

without help from your insurance company, but now you're also being asked to reimburse services already 

rendered.  

… 

https://www.itsasap.com/blog/travelers-vs-ics


That's what happened to a Decatur, Illinois-based electronics manufacturing services company, International 

Control Services (ICS).  

On July 6, 2022, Travelers Insurance filed a document asking the US District Court for the Central District of 

Illinois to declare their insurance contract with ICS null and void. The insurer wanted to rescind its cyber policy 

because ICS allegedly misrepresented its use of multi-factor authentication (MFA).   

… 

According to the document filed by Travelers, ICS submitted a cyber policy application signed by its CEO saying 

that they used MFA for administrative or privileged access. However, just weeks after ICS received the policy, the 

Decatur-based firm was hit by a ransomware attack, prompting an investigation. Travelers found that ICS "only 

used MFA to protect its firewall, and did not use MFA to protect any other digital assets."  

In Travelers' point of view, that proved that the statements ICS made in the application were 

"misrepresentations, omissions, concealment of facts, and incorrect statements" – all of which "materially 

affected the acceptance of the risk and/or the hazard assumed by Travelers." In layman's terms, the insurer is 

saying that if they had known ICS wasn't using MFA properly, they would have never approved the policy.  

 

Now lets step back here.  What Travelers did was unforgivable. It was evil.  It was vile and despicable.  The company 

Travelers has voided its right to exist and must be liquidated.  This is so shocking and appalling. 

Above all else, I beg those reading this NEVER DO BUSINESS WITH THIS LOATHSOME COMPANY 

What Travelers did is absolutely shocking.  Filled with irrational rage over their mounting losses, they decided to take it 

out on an innocent policyholder.  ICS did nothing wrong. They had been attacked before and Traveler’s failed to pay for 

an adequate incident response, leading to a second attack.  It must be understood that the failure to properly secure the 

environment after the initial attack is a failure by Travelers. 

ICS did nothing wrong, because, as stated, the question are unclear and don’t make sense.  Travelers had every 

opportunity to calcify the questions or attempt to check and validate compliance.  But they are just being savage here 

because they are so stupid. 

So basically, they’re trying to drive ICS out of business, a company that bought insurance form them in good faith, to 

protect itself, only to find the insurance company turn into some kind of sociopathic villain.  

  

https://amp.insurancejournal.com/news/national/2022/07/12/675516.htm
https://www.itsasap.com/blog/what-is-mfa-video


 

Next, The Qualifying Language from a Chubb Policy: 

 

 

Do I even need to go over why this will not work?   This is just more of the same half-hearted boilerplate. 

 

Now, it is true that some insurers are slowly evolving, offering loss control services and some are now even investing in in 

house services, but this goes to show how it is really just a drop in the bucket of incompetence.   There is nothing on this 

to qualify what an actual critical data backup and recovery plan is.  There is no MFA requirement.  There is no audit or 

inspection.  There is no enforcement. 

Now, granted, there do seem to be some other policies from Chubb that have some additional inspection requirements, 

however, only a few insurers and only some policies actually bother to do more than have some check boxes to fill. 

Chubb is one of the largest holders of Cyber Risk in the world.   



This is why we are having massive problems.  It’s not that cyber losses are confounding or even especially difficult.  It’s 

just insurance companies are lying out of greed and stupidity.  That is why we have the ransomware problem.  This is 

exactly why we can’t win. This is exactly why it keeps getting worse. 

Finally, Let’s Look At The Policy Language that can qualify up to $250 Million from 

Beazley: 

That is a hell of a lot of money to out on the line on such a high-risk area of insurance. Lets see if they at least carefully 

qualified all the requirements. 

 

Okay, so after getting some basic demographic information, here are the qualifiers: 



 

Do you see the problem yet?  These are not meaningful numbers because they lack context and are subject to change.  

They are also based on self-attestation and not subject to verification. 

 

Now compared to some other applications, this one is a bit better, but it’s still rather vague and does not go out of its 

way to make sure the person answering it actually knows what MFA they are looking for.   In fact, it gets a little tripped 

up in not quite understanding how Active Directory works.  But that is still a hell of a lot of risk in a field that is so 

dependent on compliance to not do any kind of formal audit of any kind and have no expert in cyber security risk at all 

involved in the writing of this. 

 



 

 

You get the idea… 

This is just part of the application, which is about three pages.  All in all, it’s no less vague and has no better controls on 

the rest of the policy.  In fact, taking on that much risk in cyber is absolutely crazy without a full evaluation by Certified 

Information Systems Auditors.  No bank or financial institution would ever take on that kind of risk without proper 

compliance evaluations.  There is so much missing.  No questions about certain vendor products.  Very little about cloud 

security.  No requirements for any automated patch management.  It’s atrocious!  

This really goes to show bow bad the walled off ignorance of the insurance sector was.  If they knew half of what they 

don’t know, they would not shoot themselves in the foot so badly.  Nobody would do this to their own business if they 

knew how far off the mark they were. 

None the less, this remain the most severe case of idiocy and insanity I have ever seen in business.  If these idiots 

talked to experts even once they’d realize it would take a minimal amount of effort to turn this into a cash cow. 


